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ult i-tenancy is the default architectural choice for most SaaS products. It

reduces infrastructure cost, simplifies operat ions, and enables rapid

provisioning. But for systems that handle sensit ive data - identity, legal

agreements, financial records, personal communications - mult i-tenancy

introduces structural privacy risks that cannot be fully mit igated at the

applicat ion layer. This paper argues that single-tenant isolat ion should be the

default for privacy-sensit ive systems. We examine the trade-offs, define when

mult i-tenancy is acceptable, and provide patterns for building single-tenant

systems without sacrificing operat ional efficiency.

multi-tenant single-tenant isolation privacy database architecture

1. Introduction

Mult i-tenancy means mult iple customers share the same infrastructure. Their

data lives in the same database, often in the same tables, separated by a tenant

identifier column. The applicat ion enforces isolat ion. The database does not.
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This works until it  doesn’t. A missing WHERE clause. A misconfigured cache. A

compromised session token. A backup restored incorrectly. Any of these can

expose one tenant’s data to another. The applicat ion layer is a single point of

failure for privacy.

Single-tenancy means each customer has dedicated infrastructure. Their data

lives in a separate database, a separate schema, or a separate instance.

Isolat ion is enforced at the infrastructure layer, not the applicat ion layer. The

applicat ion cannot leak data between tenants because the database will not

permit it.

The cost difference between these models has narrowed significantly.

Containerizat ion, infrastructure-as-code, and automated provisioning make

single-tenancy operat ionally viable at a scale that was impossible a decade ago.

The quest ion is no longer “Can we afford single-tenancy?” It  is “Can we afford

the risk of mult i-tenancy for this data?”

2. The Structural Risk of Multi-Tenancy

2.1 The Application as Security Boundary

In a mult i-tenant system, the applicat ion is the only thing preventing Tenant A

from accessing Tenant B’s data. Every query must include a tenant filter. Every

cache key must be namespaced. Every log statement must be scrubbed. Every

API endpoint must verify tenant context.

A single error anywhere in the codebase is a privacy breach.



2.2 Real Failure Modes

FAILURE CAUS E IMPACT

Missing tenant filter Developer error All tenants see all data

Cache poisoning Tenant ID not in cache key
Tenant A receives Tenant B’s

cached data

Backup

misconfiguration
Restored to wrong tenant

Cross-tenant data

contamination

Session confusion
Token does not validate

tenant

User accesses wrong tenant’s

account

Reporting query
Analyst runs query without

tenant filter
Internal breach of all tenant data

2.3 Defense in Depth

Security demands mult iple layers. Mult i-tenancy has one layer: the applicat ion. If

it  fails, there is no second defense.

Single-tenancy adds a second layer: the database itself  cannot access data

across tenant boundaries because the data lives in separate databases.

Single-Tenant (two protection layers)

User A Applicat ion Layer (Database A)

User B Applicat ion Layer (Database B)

Mult i-Tenant (one protection layer)

Users A, B, C

Applicat ion Layer

WHERE tenant_id = ?
(Shared DB

Tenants A, B, C)

## 3. The Cost Argument



The traditional argument for multi-tenancy is cost.

| | Multi-Tenant | Single-Tenant |

|---|---|---|

| Infrastructure per tenant | Shared | Dedicated |

| Provisioning time | Instant | Minutes (automated) |

| Operational overhead | Low | Higher |

| Database connections | Shared pool | Per-tenant pools |

But the cost gap has narrowed. Three developments have changed the economics:

### 3.1 Containerization

Docker and Kubernetes make it possible to run hundreds of small database insta

### 3.2 Infrastructure-as-Code

Terraform, Pulumi, and Kubernetes operators automate tenant provisioning. A ne

### 3.3 Usage-Based Pricing

Cloud providers now offer serverless databases (Aurora Serverless, Neon) that 

### 3.4 The Real Math

For a system with 1,000 tenants, each consuming 100MB of database memory:

| Model | Infrastructure Cost (Monthly) |

|---|---|

| Multi-tenant (single large DB) | ~$200 |

| Single-tenant (1000 small DBs) | ~$800 |



The difference is $600 per month. For a system handling sensitive data, this i

```mermaid

pie title Monthly Infrastructure Cost (1,000 tenants)

    "Multi-tenant (single large DB)" : 200

    "Single-tenant (1,000 small DBs)" : 800

4. When Multi-Tenancy Is Acceptable

Mult i-tenancy is not always wrong. It  is acceptable when:

Mult i-Tenancy 

Acceptable

Data Not Sensit ive

Analyt ics events

Public content
Log data

Low Breach Impact

Negligible harm

Public status page

Scale Demands It

Millions free-t ier users

Per-tenant cost 

exceeds revenue

Lower-Layer Isolat ion

Row-level securityVirtual private databases

Database-enforced 

separat ion

1. Data is not sensit ive. Analyt ics events. Public content. Log data. Non-

personal usage stat ist ics.

2. Breach impact is low. If  Tenant A accidentally sees Tenant B’s data, the

harm is negligible. Example: a public status page.



3. Scale demands it. Systems with millions of free-t ier users where per-tenant

infrastructure cost would exceed revenue.

4. Isolat ion is enforced at  a lower layer. Row-level security in PostgreSQL.

Virtual private databases. These provide database-enforced isolat ion even in

a shared database. They are stronger than applicat ion-level filtering but

weaker than physical separat ion.

5. Patterns for Single-Tenant Architecture



evolves to

evolves to

Pattern 3: Instance-per-Tenant

Router

Pattern 2: Schema-per-Tenant

Applicat ion

(Shared Instance)

Schema A Schema B Schema C

Pattern 1: Database-per-Tenant

Applicat ion

(Database A) (Database B) (Database C)



(Instance A

Enterprise)

(Shared Instance

Standard)

Pattern 1: Database-per-Tenant

Each tenant gets a dedicated database. The applicat ion connects to the

correct database based on tenant context at connection t ime.

Strengths: Strongest isolat ion. Independent backups. Independent scaling. No

noisy neighbors.

Weaknesses: Connection pooling complexity. Cross-tenant queries impossible

(which is the point).

Pattern 2: Schema-per-Tenant

Each tenant gets a dedicated schema within a shared database instance.

PostgreSQL schemas provide logical separat ion.

Strengths: Easier connection management. Lower overhead than full database-

per-tenant. St ill provides namespace isolat ion.

Weaknesses: Shared database instance is a single point of failure. Noisy

neighbor problem remains for compute and I/O.

Pattern 3: Instance-per-Tenant (for large tenants)



Enterprise customers with high throughput or compliance requirements get

dedicated infrastructure. Smaller tenants share infrastructure with schema-per-

tenant isolat ion.

Example: Covenant uses instance-per-tenant for enterprise customers and

schema-per-tenant for individual professionals. The provisioning system selects

the model based on tenant t ier.

6. Case Study: Covenant

Covenant, a client experience platform built  by CODECX, handles legal

agreements, digital signatures, and invoices. This data is sensit ive. A breach

would expose contractual terms, financial details, and personally identifiable

information.

Covenant was designed as single-tenant from day one. Each workspace is a

separate PostgreSQL schema. Enterprise customers receive dedicated

database instances. The applicat ion connects to the correct schema based on

workspace context at connection t ime.

The decision was not cost-free. Connection pooling is more complex. Cross-

workspace features (like shared templates) require explicit  inter-schema

communication. Provisioning requires automation.

But the structural guarantee is worth the cost: the applicat ion cannot leak data

between workspaces because the database will not permit it. This is not a

feature. It  is architecture.



7. Conclusion

Mult i-tenancy is an optimizat ion for the provider. Single-tenancy is a protection

for the user.

For systems that handle email addresses, usage analyt ics, or public content,

mult i-tenancy is acceptable. The breach impact is low. The cost savings are real.

For systems that handle legal agreements, financial records, personal

communications, or identity data, single-tenancy should be the default. The

infrastructure cost difference is measurable and modest. The breach cost

difference is unmeasurable and potentially existential.

The choice is not technical. It  is philosophical. Do we optimize for our

operat ional convenience or for our users’ structural privacy? For privacy

systems, the answer must be the latter.

References

1. TELOSIS Research. Self-Hosting Is Not a Feature - It Is Infrastructure. TELOSIS-

RP-2026-001, 2026.

2. TELOSIS Research. Privacy-Preserving Architectures for Modern Infrastructure.

TELOSIS-RP-2026-005, 2026.

3. CODECX Engineering. The Covenant Data Model. CODECX Journal, 2026.

4. PostgreSQL Documentat ion. Row Security Policies. 2024.



TELOSIS Research is the research division of TELOSIS.

All papers are free and open access.

R E L AT E D

TELOSIS-RP-2026-001: Self-Hosting Is Not a Feature, It Is Infrastructure

TELOSIS-RP-2026-005: Privacy-Preserving Architectures for Modern

Infrastructure

C I TAT I O N

← RP-2026-005:

Privacy-Preserving Architectures for Modern

Infrastructure

RP-2026-003: WebRTC Infrastructure at Scale →

APA MLA BIBTEX

TELOSIS Research. (2026). The Case Against Multi-Tenant Architecture

for Privacy Systems. TELOSIS-RP-2026-004.

Copy

http://localhost:4322/paper/rp-2026-001
http://localhost:4322/paper/rp-2026-001
http://localhost:4322/paper/rp-2026-005
http://localhost:4322/paper/rp-2026-005
http://localhost:4322/paper/rp-2026-005
http://localhost:4322/paper/rp-2026-005
http://localhost:4322/paper/rp-2026-003


THETELOSIS.COM · COPYRIGHT

https://thetelosis.com/
http://localhost:4322/copyright

